Settings to Allow Cookies for Online Banking
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C Internet Explorer:
Option 1

- Add https://securel2.onlineaccessl.com/HarleysvilleOnline 30/Authentication/Login.aspx to
your favorites by clicking the star in the top right of your screen (see below):

- Now click “Add to Favorites”. A screen will pop up like the one below. Click “Add”:
Add a Favorite | 28 .|1

\ Add a Favorite
N Add this webpage as a favorite. To access your favorites, visit the
Favorites Center.

Mame: Hareysville Savings Bank - Online Banking

Create in: [ﬁ Favorites v” Mew folder ]

ad | [ cancel |



https://secure12.onlineaccess1.com/HarleysvilleOnline_30/Authentication/Login.aspx

Go back to the top right of your screen and click the wrench looking symbol (see below). Next,
go down and click on “Internet Options”:

_— o
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The screen below will appear. Go and click “Delete” underneath Browsing History:
lmemel-gpti.nns R ——— E‘

General |5ecurity | Privacy | Content I Connections | Programs | advanoedl

Home page
l/’ To create home page tabs, type each address on its own line,
http:/harl-web/ -
Use current Use default Use blank
Browsing history

) ’fL Delete temporary files, history, cockies, saved passwords,
¥} and web form information.

Delete browsing history on exit

Search
p Change search defaults.

Tabs
| Change how webpages are displayed in
[ tbs
Appearance
l Colors ] [ Languages ] [ Fonts ] [ Accessibility ]

@ Some gettings are managed by your system administrator,

Apply

Make sure that “Preserve Favorites website data” box is checked and then go and click “Delete”
at the bottom. (please see below):

Delete Browsing History

Preserve Favorites website data
Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

Temporary Internet files
Copies of webpages, images, and media that are saved for faster
viewing.

[7] cookies
Files stored on your computer by websites to save preferences
such as login information.
History
List of websites you have visited.

["] pownload History
List of files you have downloaded.

"] Form data
Saved information that you have typed into forms.

[7] passwords
Saved passwords that are automatically filled in when you sign in
to a website you've previously visited,

["] ActiveX Filtering and Tracking Protection data
Alist of websites exduded from filtering, and data used by Tracking
Protection to detect where websites might be automatically sharing
details about your visit.

@ Some settings are managed by your system administrator.

About deleting browsing histor: Delete ] [ Cancel




Option 2

Click the wrench looking symbol in the top right (see below). Next, go down and click “Internet
Options”:

P-oX| vy ke

First, select the “Security” tab. Then click on “Trusted Sites” (green checkmark). Next, click

“Sites” (please see picture below):
e

Internet Options

General | Security |Priva::y | Content | Connections | Programs | Advancedl

Select a zone to view or change security settings.

@ & v 0O |

Internet  Localintranet Trusted sites  Restricted
sites

e e
J This zone contains websites that you

trust not to damage your computer or
your files.
You have websites in this zone.

Security level for this zone
Allowed levels for this zone: All

Medium
- Prompts before downloading potentially unsafe
(| content

- Unsigned ActiveX controls will not be downloaded

[C1Enable Protected Mode (requires restarting Internet Explorer)
Custom level... Default level

Reset all zones to default level

@ Some settings are managed by your system administrator.

A box will pop up (pictured below). Add the following website to the highlighted area
https://securel2.onlineaccessl.com/HarleysvilleOnline 30/Authentication/Login.aspx and click
on “Add”. Please click “Close” to complete the process.

- - — e <E

-
Trusted sites

You can add and remove websites from this zone. All websites in
G this zone will use the zone's security settings.

Add this website to the zone:

| [ add |

Websites:
* adcomputer.com - Remove
* bai.org L

*,consumerfinance. gov
* eflexonline.com

- N

Require server verification (https:) for all sites in this zone

Close



https://secure12.onlineaccess1.com/HarleysvilleOnline_30/Authentication/Login.aspx

- Click the “Privacy” tab and then click on “Sites”:
Ttemmet Options. e —

‘ General | Security ‘ Privacy |Cuntent I Connections I Programs | .ﬂdvaﬂc&d‘

Settings
Select a setting for the Internet zone.
Hedium

- Blocks third-party cockies that do not have a compact

privacy policy

- Blocks third-party cockies that save infarmation that can
() be used to contact you without your explicit consent

- Restricts first-party cookies that save information that

can be used to contact you without your implicit consent.

[ Sites. ] [ Import ] [ Advanced ] Default

Location

& Eﬁ:;g;ll‘zvc\'a:'oe:sites to request your
Pop-up Blocker (1l
Turn on Pop-up Blocker
InPrivate ]

[¥] Digable toolbars and extensions when InPrivate Browsing starts

@ Some settings are managed by your system administrator.

[ = — —

- A new window will pop up (pictured below). Add the following website to the highlighted area
https://securel2.onlineaccessl.com/HarleysvilleOnline 30/Authentication/Login.aspx and click

“Allow”. Click on “OK” to complete the process.
Per Site Privacy Actions B —— ‘ Ez

Manage Sites
a *You can specify which websites are always or never allowed to use

g cookies, regandless of their privacy policy.

Type the exact address of the website you want to manage, and then click Allow
or Block.

To remove a site from the list of managed sites. select the name of the website
and click the Remove button

Address of website

Block

Managed websites

Domain Setting Remove

Remove all

ok | R2SAaYy Q0O KdzNI G2 O02YLX SGS 020K 2LJiA2ya 2dad i
next time you log into your online banking, you may be asked to retrieve an access code and register
your computer again. This shadibe the last time thatyou need todo this. *****


https://secure12.onlineaccess1.com/HarleysvilleOnline_30/Authentication/Login.aspx

@ Firefox:

Start by going to the top right of your screen and clicking the three horizontal bars. (pictured

below):
[ o |

a3 a0 =

A screen will pop up (shown below). Click on “Privacy”. Make sure underneath history it says
Firefox will: “Use custom settings for history”. Then click “Exceptions”:

TEEEE K

General  Tabs  Search Content Applications | Privacy = Security  Sync  Advanced

Tracking
[] Tell sites thatI do not want to be tracked

Learn More

Histary

Firefox will: | Use custom settings for history =

[7] Always use private browsing mode
Remember my browsing and download histary
Remember search and form histery

Accept cookies from sites
Accepthind ary cookies:
Keep until: | they expire - Show Cookies...

[T Clear history when Firefox closes Setings...

Location Bar

When using the location bar, suggest:
History
Bookmarks
Open tabs

[ oK l[ Cancel H Help |

A new box should pop up. Enter the following website to the highlighted area (pictured below)
https://securel2.onlineaccessl.com/HarleysvilleOnline 30/Authentication/Login.aspx and click
“Allow”. Finally, click “Close” to complete the process:



https://secure12.onlineaccess1.com/HarleysvilleOnline_30/Authentication/Login.aspx

-

@ Exceptions - Cookies =8 X

You can specify which websites are always or never allowed to use cookies.
Type the exact address of the site you want to manage and then click Block,
Allow for Session, or Allow.

Address of website:

https://securel 2.onlineaccessl.com/HarleysvilleOnline_30/Authenticati onf_L

l Block ] IAIIow for Session ] r Allow i
Site Status
securel2.onlineaccessl.com Allow

lﬂemove Site ] l Remowe All Sites ]

**+%%  The next time you log into your online banking, you may be asked toieste an access code
and register your computer again. This should be tlast time that you need tado this, *****

€ Google Chrome:

- The first step is to go to the top right of your screen and click the three horizontal bars (see
picture below). Next, click on “Settings”:
==

- After you click on “Settings”, a new screen will pop up (shown below). Go all the way to the
bottom and click on “Show advanced settings...”:



Chrome Settings

Google services. Learn more

Sign in to Chrome

I Settings On startup
Open the Mew Tab page
Continue where you left off

®) Open a specific page or set of pages. Set pages

Appearance
Get themes
| Show Home button

harl-web/ Change

of| Always show the bookmarks bar

Search
Set which search engine is used when searching from the omnibox,
Google ¥ || Manage search engines..
Enable "Ok Google" to start a voice search  Learn more 4k
Say "Ok Google” in a new tab and google.com
People

‘% Person 1 (current)

of| Enable Guest browsing
of| Let anyone add a persen to Chrome

Add person... Remove... Import bookmarks and settings...

Default browser

Make Google Chrome the default browser

Google Chrome is not currently your default browser.

Show advanced settings...

After you click “Show advanced settings...”, the page will expand to show more options. Go to
Privacy and click on “Content settings...”:

Privacy

| Content settings... | Clear browsing data...

Google Chrome may use web services to improve your browsing experience. You may optionally disable these

services, Learn more
W Use a web service to help resolve navigation errors

" Use a prediction service to help complete searches and URLs typed in the address bar or the app launcher
search box

W Predict network actions to improve page load perfermance
Automatically report details of possible security incidents to Google
W Enable phishing and malware protection
Use a web service to help resolve spelling errors
Butomatically send usage statistics and crash reports to Google

Send a "Do Not Track” request with your browsing traffic




A box should come up (see below). Make sure “Allow local data to be set” is chosen under
Cookies and then click “Manage exceptions...”:

Content settings *

Cockies
®) Allow local data to be set (recommended)
Keep local data only until you quit your browser

Block sites from setting any data

Block third-party cookies and site data
Manage exceptions... All cookies and site data...
Images

® Show all images (recommended)
Do not show any images
Manage exceptions...
JavaScript
®) Allow all sites to run JavaScript (recommended)
Do not allow any site to run JavaScript
Manage exceptions...
Handlers

-
& All~ citar tnarl #n harama dafault handlare far nrntacale frarammandadl

A new box will now show up on your screen. Enter the following website into the highlighted
area https://securel2.onlineaccessl.com/HarleysvilleOnline 30/Authentication/Login.aspx and
make sure you select “Allow” underneath Behavior (see picture below). To complete the process
click “Done” to close the box and then “Done” again to close the box from the previous step:



https://secure12.onlineaccess1.com/HarleysvilleOnline_30/Authentication/Login.aspx

Cookie and site data exceptions

Hostname pattern Behavior

[*.]Jexample.com Allow =

*rxx - The next time you log into your online banking, you may be asked to retrieve an access code
and regster your computer again. This should be the last time that you need to do thig*

@ Safari:

- Begin by going to the top left of the screen where it says “Safari” and click on that. Now go to
where it says “Preferences” and click it. (see image below):

@k Edit _View _Histo
out Safari

Safari Extensions...

Report Bugs to Apple...

Preferences. ;
Windows 1 3K

v B
Private Browsing...

‘ Reset Safari...

| Empty Cache... X %E
Services »
Hide Safari 38H
Hide Others C3H
Show Al
Quit Safari ¥Q

- The Preferences box should now appear. Click “Privacy” (shown in picture below; image above
Privacy may look different from picture):



enon Privacy

2 e 0 wm 7 (e

General Appearance Bookmarks Tabs RSS  AutoFill Securit\! Privacy

Cookies and other website data: | Remove All Website Data...

79 websites stored cookies or other data | Details...

Block cookies: (#) From third parties and advertisers
t{‘ _) Always
_/Never

Limit website access to location services: @ Prompt for each website once each day
() Prompt for each website one time only
(_ Deny without prompting

Make sure that “Always” is never chosen for Block Cookies. It doesn’t matter if either one of the
other two options is chosen, but never choose “Always”. If “From third parties and advertisers”
is chosen and you are still being required to get an access code, | would change the option to

“Never”. Be sure to not click “Remove All Website Data...”.

Click the red close button in the top left corner to save these settings we have set up and exit

the Preferences box.

B8 iPhone & iPad:

**+&%  The next time you log into your online banking, you may be asked to retrieve an access code
and register your computer again. This should be the laiste that you need to do this*****

The first thing you want to do is find where your “Settings” icon (picture below) is located on

your device and press it:

The
Weather
com S Channel

Settings

Phone  Messages  Safari

Once in your settings, scroll down until your find “Safari” and press it:



®e00cc Verizon LTE 9:33 AM @ 97%

Settings

n Mail, Contacts, Calendars
Notes

Reminders

Phone

Messages

FaceTime

Maps

Compass

e@aroot

Safari

Music

Next, go to where Privacy & Security is and press “Block Cookies”;

ee0cC Verizon LTE 9:33 AM 9 97% .

{ Settings Safari
GENERAL

Passwords & AutoFill

Favorites

Open Links

Block Pop-ups W,
PRIVACY & SECURITY

Do Not Track

Block Cookies Always Allow

Fraudulent Website Warning W

About Safari & Privacy.

Clear History and Website Data

Make sure that the setting selected says “Always Allow”:
®e000 Verizon LTE 9:33 AM © 97% I

¢ safari  Block Cookies

COCKIES AND WEBSITE DATA

Always Block
Allow from Current Website Only
Allow from Websites | Visit

Always Allow v

2 CCleaner Exception:




Please log into your online banking and register your computer for later use.
Once you complete that, open your CCleaner.

When your CCleaner opens, click “Options” on the left side of the screen. Next, click the
“Cookies” button. This may take a few moments to load, so be patient.

By default, all cookies are located in the “Cookies to Delete” column on the left side. In order to
allow Harleysville Savings Bank’s website to remember your cookies, move all cookies that say
either “Harleysville Savings Bank” or “securel2.onlineaccessl.com to the right column titled
“Cookies to Keep” (picture shown below):

CCleaner Professional

Cookies

Selact the cookoes you mant 10 keep (This ncludes cookies from o Interret browsers and Flash

Indude ~
| Coclies 50 Delete | Coclies to Keep
bay03.calendar hve.com - * pform.com
Exclude bay 176.mal bve.com Poogie. com
birg.com = ogn.bve,com
c.atdmt.com = mal.google .com
Montorng ¢.bng.com e, Lom
g C.Ca.men.com yahoo.com
ca.yahoo.com
Calendar ve.com
Users checkout. google. .com

Chack for wodates. .,




